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  1. General Information 

 

Course Title 

 

Foundations of Generative AI and Deepfake Literacy in Creative 
Contexts 

 

Module / Unit 

 

Foundations of Generative AI and Deepfake Literacy in Creative 
Contexts 

 

Institution / Organisation 

 

(To be completed by the implementing organisation) 

 

Instructor(s) 

 

(To be completed by the implementing organisation) 

 

Contact 

 

(To be completed by the implementing organisation) 

 

Office Hours / Support 

 

By appointment; email support throughout the course; scheduled 
consultation sessions available during course delivery. 

 

ECTS / Workload 

 

0.5–1 ECTS (10–12 hours total learner workload) 

 

EQF Level 

 

EQF Level 5 



         
 

5 
Course Syllabus  Page 5 of 13 

 

Delivery Mode 

 

Blended Learning (Online and On-site Hybrid Format) 

 

Duration 

 

7 Sessions (10–12 hours total) 

 

Target Group 

 

Educators, VET trainers, cultural and creative sector (CCS) 
professionals, media practitioners, communication professionals, 
adult learners, and higher education students seeking foundational 
knowledge of generative AI, deepfakes, and synthetic media 
literacy. 

 

Primary Competence Area 

 

Deepfake Literacy & Analysis Skills 

 

Secondary Competence 
Area(s) 

 

Curriculum Integration Skills 

 

Prerequisites 

 

No prior technical knowledge of artificial intelligence or media 
forensics is required. Basic digital literacy and familiarity with online 
media environments are recommended. 

 

 

Course Description 
This course provides foundational knowledge of Generative AI, Deepfake Technologies, and Synthetic 
Media Creation, enabling participants to understand how AI-generated content is produced and how it 
influences trust, authenticity, creative practice, and digital communication. Through practical activities, 
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case studies, and critical reflection, learners develop the literacy skills needed to identify, analyse, and 
respond to synthetic media in educational and professional contexts. 

 

  2. Competence Mapping 

This course contributes to the following competencies identified in the DeepTech for Creative Trust 
Competence Framework. Learners will develop and demonstrate skills across the areas listed below. 

 

 

Competence Area 

 

Role in this 
Course 

 

Description 

 

Deepfake Literacy & 
Analysis Skills 

 

Primary 

 

Core competence: identification, analysis, and critical 
evaluation of AI-generated and synthetic media throughout 
all course modules. 

 

Curriculum Integration 
Skills 

 

Secondary 

 

Participants apply deepfake literacy concepts within their 
own educational and professional practice contexts. 

 

  3. Course Overview 

This syllabus provides foundational knowledge of Generative AI, Deepfake Technologies, and 
Synthetic Media Creation, helping learners understand how AI-generated content is produced and 
how it influences trust and authenticity, creative practice, and digital media environments. It also 
explores the growing ethical, legal, and social implications of deepfakes in journalism, entertainment, 
education, and public communication. 

Delivered over 10–12 hours in a blended learning format, the course uses a foundational learning 
approach to accommodate learners of all experience levels. Participants engage with generative AI 
models, deepfake creation techniques, and synthetic media production methods through practical 
exercises, case studies, and guided reflection. No prior technical knowledge is required, making this 
course accessible to educators, creative professionals, and adult learners from diverse backgrounds. 
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  4. Learning Outcomes 

By the end of this course, participants will be able to: 

•  Define generative AI and explain the key technologies behind deepfake creation, including 
GANs, diffusion models, and voice synthesis systems. 
•  Identify the societal, ethical, and creative implications of synthetic media in digital and 
professional environments. 
•  Critically analyse examples of deepfake content in audio-visual contexts using evidence-based 
literacy frameworks. 
•  Distinguish between authentic and AI-generated media using visual, contextual, and technical 
indicators. 
•  Reflect on the impact of deepfakes on trust, authenticity, and creative practice in the cultural 
and creative sectors. 
•  Apply foundational deepfake literacy knowledge to their own educational or professional 
context. 

 

  5. Course Content 

The course is delivered over 7 Sessions (10–12 hours total) and comprises 4 thematic modules. Each 
module integrates conceptual understanding, practical application, and ethical reflection. 

 

  Module 1 – What is Generative AI? 
This module introduces the fundamentals of Generative AI, providing learners with a foundational 
understanding of Artificial Intelligence and Machine Learning and their role in creating new digital 
content. Participants explore how AI systems learn from data and generate original outputs across 
text, image, audio, and video domains. 
The module examines major Generative AI Models, including Generative Adversarial Networks 
(GANs), Diffusion Models, and Large Language Models (LLMs), highlighting their underlying 
principles, capabilities, and applications. Learners gain practical insight into Synthetic Media 
Production, exploring how these technologies are used to create realistic content that may be 
indistinguishable from genuine material. Ethical considerations include examining the dual-use nature 
of generative AI and the responsibilities of creators, platforms, and consumers of AI-generated 
content. 

 

  Module 2 – Deepfakes: Technology and Impact 
This module explores the development of Deepfake Technology, tracing its history and evolution from 
early machine learning experiments to sophisticated synthetic media systems. Learners examine the 
technical foundations and growing influence of deepfakes across digital communication, 
entertainment, journalism, and public discourse. 
Participants are introduced to key forms of Synthetic Media Manipulation, including Face-Swap 
Deepfakes, Voice Cloning, Lip Synchronisation, and Full-Body Synthesis. Drawing on Real-World 
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Case Studies and Industry Examples from the audio-visual sector, learners develop the ability to 
recognise deepfake content and assess its potential impacts on individuals, organisations, and 
democratic processes. 

 

  Module 3 – Trust, Authenticity, and Creative Practice 
This module examines the relationship between Trust, Authenticity, and Creative Practice in an era of 
AI-generated content. Learners investigate how deepfakes and synthetic media challenge perceptions 
of reality and influence confidence in digital information, visual evidence, and professional 
communication. 
The module explores the impact of Synthetic Media on journalism, film, advertising, and education. 
Through ethical analysis and critical reflection, participants develop conceptual frameworks for 
navigating authenticity in AI-enabled creative environments, and explore how trust can be rebuilt 
through transparency, verification practices, and media literacy. 

 

  Module 4 – Deepfake Literacy Framework 
This module introduces a Deepfake Literacy Framework that equips learners with the knowledge and 
skills needed to critically evaluate synthetic media. Participants learn to identify common indicators of 
AI-Generated Content and assess the reliability and authenticity of digital media in different contexts. 
Learners explore Detection Approaches that combine visual, audio, and contextual analysis to 
recognise signs of manipulation. Through the use of Media Literacy Tools and Critical Viewing 
Strategies — including introductory engagement with Deepware Scanner, FotoForensics, and 
InVID/WeVerify — participants develop practical skills for identifying, analysing, and responding to 
synthetic content across professional and educational settings. 

 

  6. Teaching and Learning Methods 

This course adopts an inclusive, learner-centred approach that combines conceptual understanding, 
practical application, and critical reflection. Learning activities are designed to support participants 
from diverse professional and educational backgrounds, particularly those working in the cultural and 
creative sectors. 

Teaching methods include interactive lectures supported by multimedia examples, case-based 
learning using real-world deepfake incidents, and scenario-based activities (e.g., "Is this real?" 
exercises) that encourage critical analysis of synthetic media. Participants engage in hands-on 
exploration of AI detection tools and reflective discussion on ethical, professional, and societal 
dimensions of deepfake technologies. 

Collaborative learning is fostered through group discussions, peer learning activities, and case study 
analysis, enabling participants to exchange perspectives and reflect on the creative, professional, and 
social implications of generative AI. 
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Indicative Course Schedule 

 

Session 

 

Topic / Focus 

 

Format 

 

Assessment / 
Milestone 

 

Notes 

 

1 

 

What is Generative AI? 

 

Online / On-site 

 

Knowledge Check 

 

Introductory 
reading and 
discussion 

 

2 

 

Deepfakes: Technology and 
Impact 

 

Online / On-site 

 

Reflective Journal Entry 

 

Case study 
analysis 

 

3 

 

Trust, Authenticity, and 
Creative Practice 

 

Online / On-site 

 

Reflection Activity 

 

Group discussion 

 

4 

 

Deepfake Literacy Framework 

 

Online / On-site 

 

Media Analysis 
Preparation 

 

Practical 
detection 
exercises 

 

5 

 

AI Detection Tools and 
Verification Methods 

 

Online / On-site 

 

Media Analysis Task 

 

Hands-on tool 
exploration 

 

6 

 

Ethical and Regulatory 
Considerations 

 

Online / On-site 

 

Group Presentation 
Preparation 

 

EU AI Act 
overview 
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7 

 

Case Study Presentations and 
Course Wrap-Up 

 

Online / On-site 

 

Group Presentation 

 

Final reflection 
and feedback 

 

Assessment Strategy 

Assessment is designed to support both learning and demonstration of competence through a 
combination of formative and summative activities: 

Reflective Journal Entry (Formative) 
Participants document their evolving understanding of generative AI and deepfakes, reflecting on 
relevance to personal, professional, and creative practice. 
Knowledge Check Quiz (Formative) 
A short multiple-choice quiz assesses understanding of key concepts, terminology, and issues covered 
across all modules. 
Media Analysis Task (Summative – 40%) 
Participants analyse three provided media samples, identify indicators of AI generation or manipulation, 
and provide written justification using course concepts and methods. 
Group Presentation (Case Study) (Summative – 60%) 
Small groups investigate a real-world deepfake case study and present findings covering technology, 
societal impact, ethical considerations, and mitigation strategies. 

 

Recommended resources and tools: 

•  Recommended readings on generative AI, deepfakes, media literacy, and digital trust. 
•  Curated library of ethically sourced deepfake and synthetic media examples. 
•  Media verification and detection tools: Deepware Scanner, FotoForensics, InVID/WeVerify. 
•  Introductory overview of the EU AI Act and its relevance to AI-generated content. 
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  7. Skills Validation and Evaluation 

Summative Assessment Overview 

 

Assessment Component 

 

Weighting 

 

Description 

 

Media Analysis Task 

 

40% 

 

Participants analyse three media samples and identify AI 
manipulation indicators, supported by written justification using 
course concepts and verification methods. 

 

Group Presentation (Case 
Study) 

 

60% 

 

Small groups investigate a real-world deepfake incident and 
present findings covering technology, societal impact, ethical 
issues, and mitigation strategies. 

 

Formative Assessment Activities (Non-Weighted) 

•  Reflective Journal Entry: ongoing reflection on generative AI, deepfakes, and professional 
implications. 
•  Knowledge Check Quiz: multiple-choice questions covering key concepts from each module. 
•  Participation in case study analysis, scenario-based exercises, and peer learning activities. 

 

Assessment Criteria 

Assessment activities evaluate learners' ability to: 

•  Demonstrate conceptual knowledge of generative AI, deepfake technologies, and synthetic 
media creation. 
•  Apply practical skills to identify and analyse AI-generated content using literacy frameworks. 
•  Use media verification and detection tools appropriately and critically. 
•  Assess issues of trust, authenticity, consent, identity, and representation in AI-mediated 
contexts. 
•  Communicate findings clearly in both written and oral formats. 
•  Reflect on ethical and professional responsibilities related to the creation and use of AI-
generated media. 
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  8. Inclusion, Accessibility, and Learner Support 

To ensure an inclusive learning experience, the course incorporates: 

•  Flexible pacing and delivery formats (online, on-site, or hybrid). 
•  Accessible learning materials using clear language and visual supports where appropriate. 
•  Opportunities for different learning styles through a mix of presentations, discussions, practical 
exercises, and collaborative activities. 
•  Structured peer support and guided facilitation to encourage participation from learners with 
varying levels of digital literacy and prior knowledge. 

 

This course follows Erasmus+ principles of inclusion: 

•  Equal participation opportunities for all learners. 
•  Adaptation of materials where needed. 
•  Encouragement of diverse perspectives and experiences. 
•  Safe and respectful learning environment. 

 

Support mechanisms include instructor consultation, peer collaboration, and additional guidance 
materials provided throughout the course. 

  9. Instructor and Learner Expectations 

Instructor Responsibilities 

•  Provide clear structure and guidance. 
•  Offer timely and constructive feedback. 
•  Facilitate inclusive and respectful learning. 
•  Maintain up-to-date knowledge of AI tools and emerging developments. 

 

Learner Responsibilities 

•  Engage actively in all learning activities. 
•  Communicate challenges early. 
•  Respect ethical, academic, and professional standards. 
•  Approach AI tools critically and responsibly. 
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